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Abstract

The policy brief focuses on guidelines for promoting Digital Public Infrastructures (DPI) in
the educational sector. Within the G20, there is significant agreement on the scope of DPI,
encompassing digital identity, payment methods, and data-sharing. However, we argue that
services connected to fundamental human rights, such as the right to education, demand an
infrastructural perspective with significant public steering. Moreover, the approach demands the
specification of tangible aspects rather than solely focusing on software and data frameworks. In
addition, the debate at the policy level needs to go beyond discussions on "how to use"
technological services such as platforms. Instead, it must consider, in a participatory fashion,
"which" and "if" technologies should be used, and importantly, "where" the infrastructure is
hosted and maintained. Education managers must engage more critically with infrastructure,
which includes understanding and selecting providers based on aspects of their business models
beyond perceived gains in educational efficiency. As noted in the UNESCO Global Education
Monitoring Report 2023, the vendors often offer positive evidence for adopting new technologies.
Digital infrastructure is essential to the functioning of educational organizations, but its role as a
structural component of educational governance has yet to be relatively visible to the agenda.
Building a digital ecosystem requires services and platforms and robust and compliant physical
structures such as data centers, increasingly controlled by a small cohort of private corporations.
Itis increasingly essential to discuss investment in public infrastructures so that public educational
systems can have significant control and sovereignty over systems and data created by and used

by students, teachers, and administrators. It may also be a catalyst to improve lifelong learning.
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Diagnoses

Educational policies on integrating technology in education in Brazil, from PROINFO
in the 90s (Gomes, Santos and Medeiros 2021) to the current Digital Education National
Policy!, emphasize Internet connectivity and instrumental competencies. However, more
than those two critical aspects are needed for a functional digital ecosystem to provide
public education as a right. The debate at the policy level must go beyond "how to use"
the technology but rather consider "which™ technology will be used, "who™ controls it,
and "where" this technology will be hosted (CLADE 2024).

Infrastructure, whether provided by the state or private actors (or a combination of
both), is increasingly crucial for educational organizations. It is a key element for a
country to ensure data sovereignty for its schools and higher education institutions.
However, the issue of who owns, hosts, or controls digital infrastructures has not
generally been considered a contentious issue for public education at all levels. This is a
significant shift from the traditional state control, with higher education institutions and
school systems? increasingly adopting cloud-based educational platforms that are
not under the stewardship of the state and are not hosted locally (Amiel 2023a). There
has been a complacent attitude towards the privatization of infrastructure, whether
through the NasNuvens® brokerage of private services by RNP or through state actors'
argumentation focused solely on cost reduction values (Amiel et al. 2021).

Policymakers need to understand better how infrastructural technologies work, who

uses them, how they function, evolve and sustain themselves. Corporations commonly

Available at: https://www.planalto.gov.br/ccivil_03/ At02023-2026/2023/L ei/L 14533.htm

2According to the Education Under Surveillance Observatory, in Brazil, the majority of state public
education systems (mostly responsible for the high-school level) and 15 of the 51 municipal education
systems (responsible for lower grades) in cities with more than 500 thousand inhabitants make use of private
platforms in education see: https://educacaovigiada.org.br/ and https://aberta.org.br/edvigiada-cidades
3Available at: https://canal.nasnuvens.rnp.br
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offer free services and platforms for education. Beyond the many issues with the costs of
‘free’ (including privacy, limited interoperability, increased user dependency) (Amiel et
al. 2023), it is crucial to consider where infrastructure is hosted (usually hosted outside
Brazil and Latin American countries) (CGl.br 2023).

Large corporations own autonomous systems* that operate computer networks
connected to the Internet to offer people access to content, services, and applications.
These computer networks are physically interconnected Internet infrastructures
implemented in specific territories. In this sense, control of the infrastructure means
power over the Internet itself, both in the economic and technical spheres (Rosa 2023).

This infrastructure supports the exchange of Internet data packets, allowing the
unrestricted use of network applications and services. Many packages carry information
(personal and sensitive data, strategic data, confidential messages, etc.) from individuals
and institutions that circulate through uncontrolled interconnection processes. Internet
providers are contracted to a connectivity architecture concentrated in the United States
of America; therefore, data circulation and storage are also concentrated. In this sense,
despite the principles of a distributed Internet, the physical network is not; it is at the
mercy of commercial agreements and subordinated to private and increasingly
concentrated structures.

It is important to emphasize that companies and States have yet to have a symmetric
partnership: there is a frequent state dependence on the infrastructure provided by private
businesses (Floridi 2020). As such, some businesses determine the nature and speed of

technological change. States have not been able to exercise stewardship, most evident in

4Autonomous Systems are the IP networks that, once integrated, make up the Internet. Although there are
hundreds of state autonomous systems, the vast majority belong to the private sector. Usually, they compose
a very concentrated market. For more information, IETF: http://www.ietf.org/rfc/rfc1930.txt and ASRank:
https://asrank.caida.org/?page number=2&page size=40&sort=rank.
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the advancement of services based on Atrtificial Intelligence (Eaves, Mazzucato and
Vasconcellos 2024).

According to the Education under Surveillance Observatory (Cruz et al. 2024), 76%
of the 646 Public Higher Education Institutions domains in Latin America host their
institutional emails in big tech companies' servers (either Google or Microsoft, or both).
Furthermore, this data indicates that these institutions have also adopted educational
cloud-based services provided by those companies, most often offered "free of charge”
(Amiel 2023). Due to dependency on these platforms, exacerbated by the COVID-19
pandemic and emergency remote teaching, many institutions that adopted the service for
free were forced to convert to paid plans to retain their original terms of service. The
outsourcing of public educational infrastructure is so culturally rooted that universities do
not even question these companies' business models (Amiel et al., 2021). In multiple
cases, institutions that were 'over quota’ according to changes in terms of use by Google
and Microsoft demanded that faculty, staff, and students delete their data (Amiel 2023).

The Brazilian Internet Steering Committee (CGl.br, 2023) highlights the need for an
infrastructural approach specific to the field of education, considering digital sovereignty
and educational community data protection. The report also brings cases of bans on
specific educational digital platforms and infrastructures, further indicating the key role
played by National Research Networks (NREN) in promoting DPI (and sometimes

commercial interests) in education.
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Recommendations

It is essential to highlight that a strategy is being designed for foreign data centers by
the Brazilian Agency for Industrial Development (ABDI) ® to attract investment into the
country. However, allowing the infrastructure of foreign companies to be installed in
national territory does not guarantee that security and privacy requirements will be met,
nor does it address the digital sovereignty needs alluded to above. As a counter-example,
Chile did not allow the installation of a Google data center in its territory®. It is crucial to
invest in a sectoral study (education) using existing analyses (such as ABDI), taking into
account issues of digital sovereignty and combating data colonialism (Silveira 2022).

A Technical Note launched by CIEB (Center for Innovation for Brazilian Education)’
discusses avenues and opportunities for DPI for Brazilian education, which only
addresses software issues, including open resources and software and data sharing to
improve public data exchange. While it contributes, it does not emphasize physical

infrastructure to provide digital. As such, we recommend:

Mapping

Clearly define DPI as a field of technology based on public values (Eaves,
Mazzucato e Vasconcellos 2024) instead of promoting public funds and resources to
create public spaces that primarily advance commercial interests. It is important to

identify and map major DPI in education projects from around the world and create a

SAvailable at: https://datacenters.abdi.com.br/

6Available at: https://br.ign.com/tech/120993/news/google-quis-abrir-um-data-center-no-chile-de-us-200-
milhoes-mas-foi-bloqueado-pelo-uso-excessivo-de

"Available at: https://cieb.net.br/wp-content/uploads/2024/03/Nota-Tecnica-CIEB-IPD.pdf

3/

3

[


https://datacenters.abdi.com.br/
https://br.ign.com/tech/120993/news/google-quis-abrir-um-data-center-no-chile-de-us-200-milhoes-mas-foi-bloqueado-pelo-uso-excessivo-de
https://br.ign.com/tech/120993/news/google-quis-abrir-um-data-center-no-chile-de-us-200-milhoes-mas-foi-bloqueado-pelo-uso-excessivo-de
https://cieb.net.br/wp-content/uploads/2024/03/Nota-Tecnica-CIEB-IPD.pdf

forum where experiences can be exchanged, expanding regional silos where cooperation
potential is evident;

Expand existing studies to conduct in-depth comparisons between the services offered
by digital, proprietary, and private technology monopolies and those that can be offered
by public DPI, whether solely public or in partnership with private societal actors, with

significant stewardship from the State.

Engagement

Engage multilateral organizations and their existing initiatives, such UNESCO and
UNICEF's Gateways® project, which aims to help countries establish and improve public
digital learning platforms, as well as the Digital Public Goods Alliance®, among others.
Engage institutions and enterprises that offer open solutions?® created for the educational
sector;

Foster financing and strengthen collaboration and partnerships in order to develop of
shareable data infrastructure within G20 countries, such as the Open Clouds for Research

and the Open Cloud Mesh*'from the European Union*?,

Implementation
Encourage local exchanges between different technical sectors that are essential to
providing DPI in education, including hosting (infrastructure, both public and private),

telecom providers (access), platform and service providers (learning management

8Available at: https://www.unesco.org/en/digital-education/learning-platforms-gateway
SAvailable at: https://digitalpublicgoods.net

OAvailable at: https://www.unesco.org/en/open-solutions

I Available at: https://wiki.geant.org/display/OCM/Open+Cloud+Mesh

2Available at: https://www.ocre-project.eu/

3/

3

[


https://www.unesco.org/en/digital-education/learning-platforms-gateway
https://digitalpublicgoods.net/
about:blank
https://wiki.geant.org/display/OCM/Open+Cloud+Mesh
https://www.ocre-project.eu/

systems, video-conferencing, file sharing, and the like), and support and customization
(educational, training, maintenance);

Promote cooperation among NRENSs, which are actively engaged in aspects of DPI
implementation and/or support to promote common principles for educational digital

infrastructure with public values.

Scenario of outcomes

As Barbosa (2022) highlights, if the debate around digital sovereignty advances from
essential areas, such as education, the potential for generating multidimensional positive
impacts for sustainable development will be considerable. This is supported by a report,
created at the request of the European Commission, that signals that combined digital and
environmental education are the basis of what would be “sustainable digital sovereignty”
(Herlo, Ullrich, and Vladova 2023). Improvement in education benefits all sectors of the
economy.

Promoting digital sovereignty through education is part of strengthening public
education as evidenced in the Abidjan Principles'®. It is also supported by the immense
value of educational and scientific data as sources of knowledge and technological
advancement, as well as vital statistics for monitoring public policies; and the need to
prevent and mitigate risks to children and adolescents, often arising from the business
model of big tech educational platforms. Moreover, the development of digital platforms

and services, is, in itself, an indicator of scientific and technological know-how, and

Bavailable at: https://www.abidjanprinciples.org/
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implementing, maintaining and sustaining DPI is essential for economic advancement

and sovereignty.

Possible scenarios:

Embracing the outlined recommendations could lead to a variety of scenarios with
diverse outcomes:

e Improved discussions on digital sovereignty and inclusive education through

strengthened international cooperation

The potential of having a sectoral approach to DPI and digital sovereignty is strategic
to enable parallel international cooperation within the G20 and the fulfillment of national
interests. If, on the one hand, advocating for the control of critical data and infrastructure
may lead to more autonomy and less technology dependency, it can also generate lock-
ins or measures that may lead to Internet fragmentation. Therefore, it is key to advocate
for open solutions and a basic physical infrastructure to be developed and maintained in
every country (or region) to balance power structures within the digital space and foster
cooperation. This process can be targeted, as in the case of education.

Implementing governance and oversight structures may enhance international
cooperation. A potential material outcome from this common approach to DPI for
education may be investing in developing interoperable, modular open
frameworks/infrastructures for education that are shareable among G20 members and,
eventually, with other countries. Balancing national interests is still the major challenge,

moving away from international competition and market concentration.
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e Improved quality and increased access to education and removal of
technological lock-ins

Developing specific policies focused on the adoption of open solutions, granting funds
to public research and teaching institutions, and fostering and fomenting local software
and hardware development and support to educational systems;

Building a robust digital policy with a view towards sustainability and mass adoption
while regulating the market and reducing the pressure of lobbying and influence of major
private actors and foreign States in the development of these strategies;

Organizing a compliance system to ensure that education is delivered with the best
interests of children and teachers in mind. At the same time, compliance evaluation
consumes public resources and could alternatively be used to foment the development of
local technologies aligned with public values by design®#;

Promoting critical digital literacy for all actors in the field of education, to prevent
them from being continuously subject to surveillance as soon as they leave the school
environment. The latter, however, must consider not only individual responsibility (for
posting, sharing), but also raising awareness on the business model of services and
platforms used in educational environments.

Developing DPI can help make available appropriate education-related data that could
be used by governments and the civil society in the best interest of children, such as to
develop privacy-preserving solutions, as well as innovative and collaborative solutions to

improve teaching learning (Hooper, Livingstone e Pothong 2022).

M available at: https://www.surf.nl/en/about-surf/surf-and-public-values
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e Public consortia for DPI in education

A policy agenda promoting DPI in education will enable serious engagement by
educational institutions as active participants in technological development. Acting alone
to provide infrastructures is a daunting task. But with support and encouragement from
the government through a DPI agenda, both schools and higher education institutions can
begin to engage in consortia or cooperative models of technological development.
Examples of such models exist and flourish, including SIVON (https://sivon.nl/) and

SURF (https://www.surf.nl/) in the Netherlands, ESUP-Portail (https://www.esup-

portail.org/)  in  France,  specific  activites by RNP in  Brazil

(https://conferenciaweb.rnp.br/), and the Sciebo (https://www.scielo.br/) project in

Germany. These projects use the power of cooperative membership to strengthen and
improve expensive and time-consuming processes of procurement, contracting and
compliance, including DPIA (Data Protection Impact Assessment), sharing expertise,

facilitating exchange, and promoting technologies with public values.

11

3/

:



https://www.surf.nl/
https://www.esup-portail.org/
https://www.esup-portail.org/
https://www.scielo.br/

References

Amiel, T. “Open education and platformization: Critical perspectives for a new social

contract in education”. PROSPECTS, 2023. https://doi.org/10.1007/s11125-023-09660-

X
Amiel, T., Pezzo, T., Da Cruz, L. R., Oliveira, L. A. “Os modos de adesdo ¢ a
abrangéncia do capitalismo de vigilancia na educagdo brasileira”. Perspectiva, 2021,

39(3), 1-22. https://doi.org/10.5007/2175-795X.2021.e80582.

Amiel, T., de Oliveira Saraiva, F., Ribeiro da Cruz, L., Gonsales, P. “Mapping
Surveillance Capitalism in South American Higher Education”. Revista
Latinoamericana de Tecnologia Educativa, 2022, 22(1), 221-239.

https://doi.org/10.17398/1695-288X.22.1.221.

Cruz, L. R. da ., Diniz, J. do R., Amiel, T., Gonsales, P., Saraiva, F. Mapeamento da
plataformizacéo da educacdo pablica superior: América Latina e Africa (Versédo 1),

2024. Observatorio Educacdo Vigiada. https://doi.org/10.5281/zenodo.11243189 .

Barbosa, A. “Sustainable Digital Sovereignty as the basis for the Future of the Internet”.

Dossié ComCiencia - LabJor Unicamp, 2022, No. 240. https://bit.ly/3Buv83l.

Campafia Latinoamericana por el Derecho a la Educacion (CLADE). Gobernanza de la
digitalizacion de la educacion en los espacios multistakeholders y en la region LAC.
Reporte, 2024 (in press).

Comité Gestor da Internet do Brasil (CGl.br). Educa¢do em um cenario de
plataformizacéo e economia de dados: soberania e infraestrutura. Report, 2023.

https://www.cqi.br/publicacao/educacao-em-um-cenario-de-plataformizacao-e-de-

economia-de-dados-soberania-e-infraestrutura/.

Eaves, D., Mazzucato, M. and Vasconcellos, B. Digital public infrastructure and public

value: What is ‘public’ about DPI? UCL Institute for Innovation and Public Purpose,

12


https://doi.org/10.1007/s11125-023-09660-x
https://doi.org/10.1007/s11125-023-09660-x
https://doi.org/10.5007/2175-795X.2021.e80582
https://doi.org/10.17398/1695-288X.22.1.221
https://doi.org/10.5281/zenodo.11243189
about:blank
https://www.cgi.br/publicacao/educacao-em-um-cenario-de-plataformizacao-e-de-economia-de-dados-soberania-e-infraestrutura/
https://www.cgi.br/publicacao/educacao-em-um-cenario-de-plataformizacao-e-de-economia-de-dados-soberania-e-infraestrutura/

Working Paper Series (I1IPP WP 2024-05). Available:

https://www.ucl.ac.uk/bartlett/public-purpose/publications/2024/mar/digital-public-

infrastructure-and-public-value-what-public-about-dpi

Floridi, L. “The Fight for Digital Sovereignty: What It Is, and Why It Matters,
Especially for the EU”. Philosophy and Technology, 2020, 33(3), 369-378.

https://link.springer.com/article/10.1007/s13347-020-00423-6.

Gomes, R. M. de O., Tavares J. M. C. S., Medeiros, E. A. de. “Programa Nacional De
Tecnologia Educacional — PROINFO: Pensar a Politica Educacional Para Além Da
Implementagdo Na Escola Publica”. Revista Ibero-Americana De Estudos Em Educacéo

(Online), June 1, 2021, 1647-61. https://doi.org/10.21723/riaee.v16iesp.3.15303.

Herlo, B., Ullrich, A., and Vladova, G. “Sustainable Digital Sovereignty:
Interdependencies Between Sustainable Digitalization and Digital Sovereignty”.

Weizenbaum Series 21. Available at: https:// www.weizenbaum-

institut.de/en/news/detail/digitale-souveraenitaet-und-nachhaltigkeit-zusammendenken/

Hooper, L., Livingstone, S., Pothong, K. Problems with data governance in UK
schools: the cases of Google Classroom and ClassDojo. 2022.

https://digitalfuturescommission.org.uk/wp-content/uploads/2022/08/Problems-

withdata-governance-in-UK-schools.pdf.

Organizacao das Nacdes Unidas para Educacéo, Ciéncia e Cultura (UNESCO). Global

Education Monitoring Report. 2023._https://www.unesco.org/gem-report/en.

The Abidjan Principles, 2022, https://www.abidjanprinciples.org

Parra, H., Cruz, L., Amiel, T., Machado, J. “Infraestruturas, economia e politica
informacional: O caso do google suite for education”. Mediagdes - Revista de Ciéncias

Sociais, 2018, 23(1), 63. https://doi.org/10.5433/2176-6665.2018v23n1p63

13


https://www.ucl.ac.uk/bartlett/public-purpose/publications/2024/mar/digital-public-infrastructure-and-public-value-what-public-about-dpi
https://www.ucl.ac.uk/bartlett/public-purpose/publications/2024/mar/digital-public-infrastructure-and-public-value-what-public-about-dpi
https://link.springer.com/article/10.1007/s13347-020-00423-6
https://link.springer.com/article/10.1007/s13347-020-00423-6
https://doi.org/10.21723/riaee.v16iesp.3.15303
https://www.weizenbaum-institut.de/en/news/detail/digitale-souveraenitaet-und-nachhaltigkeit-zusammendenken/
https://www.weizenbaum-institut.de/en/news/detail/digitale-souveraenitaet-und-nachhaltigkeit-zusammendenken/
https://digitalfuturescommission.org.uk/wp-content/uploads/2022/08/Problems-withdata-governance-in-UK-schools.pdf
https://digitalfuturescommission.org.uk/wp-content/uploads/2022/08/Problems-withdata-governance-in-UK-schools.pdf
https://www.unesco.org/gem-report/en
https://www.abidjanprinciples.org/
https://doi.org/10.5433/2176-6665.2018v23n1p63

Prefeitura de Juiz de Fora. Procon da PJF Multa Google Em Quase R$ 1 Milhao. Portal
de Noticias, March 14, 2024, sec. PROCON.

https://www.pjf.mg.gov.br/noticias/view.php?modo=link2&idnoticia2=83001.

Rosa, F. R. “Global Internet Interconnection Infrastructure: Materiality, Concealment,
and Surveillance in Contemporary Communication”. Figshare, July 2, 2019.

https://doi.org/10.17606/zda5-kr18.

Silveira, S. A. da., “A hipotese do colonialismo de dados e o neoliberalismo”. In Cassino,
J. F., Souza, J., Silveira, S. da. Colonialismo de dados: como opera a trincheira

algoritmica na guerra neoliberal. Sdo Paulo: Autonomia Literaria, 2022. p. 32-50.

14


about:blank
about:blank
https://www.pjf.mg.gov.br/noticias/view.php?modo=link2&idnoticia2=83001
https://doi.org/10.17606/zda5-kr18

(3265 TR0 e .o

BRASIL 2024

AAAAAAAAAAAAAAAAAAAAA

Let's

rethink

the world

3a5ase :

850505

258505 I pea
CEBRI FUNDACAO

ALEXANDRE Institnut(? de Pe‘squisa
Rethink Tank DE GUSMAO Econdmica Aplicada




